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Hwke onncaHbl OCHOBHbIE BO3MOXHOCTM
Kaspersky loT Secure Gateway 3.0

npwv paboTe B KaXXA0M N3 PEXNMOB, a Takke obLume
A5 060MX PEXMMOB BO3MOXHOCTW.

npun paboTe B KauecTBe OQHOHaNpPaBAEeHHOro Wo3a
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Ethernet, 3G/LTE. LLinto3 ob6ecneurBaeT ogHOHaNpaBneHHyo nepenayvy AaHHbIx Yyepes Ethernet
n cetn 3G/LTE, 4TO NO3BONSET HAOEXHO NepenaBaTh AaHHbIE C MPOMbILLIEHHOrO 060pYy40BaHMA
Ha obnayHble NnaTdopMbl. Takasi KOHPUIYypaLUms NoBbILLAeT 6€30MaCHOCTb CUCTEMBI,
npefoTBpaLLas 0bpaTHbIE MOTOKM AaHHbIX U KNOEPYTrpO3bl.

% CeTeBble pyHKLUN

DHCP-cepBep. BcTpoeHHbln DHCP-cepBep aBToMaTU3NpPYyET NPOLECC Ha3HAaUYEHS
IP-appecoB 1 apyrnx ceTeBbIX MapamMeTPOB, YNPOoLLLas YNpaBneHne CETbIO 1 CHYKas
BEPOSATHOCTb KOHPUIYPAaLWIOHHbBIX OLLMBOK.

MopxnioueHmne K o6nayvHbIM cepBMCaM C MOMOLLbIO CTOPOHHMX NPUIOXKEHWIA.

LLINo3 no3BongeT NoakmitoYaTbCs K pasnnyHbIM 0bnayHbiM cepBrcam, obecneursas

MMOKOCTb 1 MacLITabypyeMoCTb NPy Nepeaaye AaHHbIX C MPOMbILLIEHHOrO 060pyA0BaHA

Ha obnayHble NNaTdOPMbI AN AanbHeNLWen 0bpaboTkn 1 aHanmn3a. MNpunoxeHns 4OCTYMNHbI Ha
nnaTdopme Kaspersky Appicenter™.

@ Be3onacHoCTb

LLndporaHHbI kaHan TLS. LLno3 o6ecneunBaeT WindpoBaHne 4aHHbIX NPy nepegaye
yepes CeTb C 1CMNOSb30BaHVieM NpoTokona TLS, UTo rapaHTUpyeT 3alumTy nHbopmMaLmn
OT nepexsaTa \ HeCaHKLMOHMPOBaHHOro AOCTYna.

VPN-KNneHT. YCTPOMCTBO NOAAEPKMBAET YCTAHOBKY CTOPOHHMX VPN-KNMEHTOB, KOTopble
obecneynBatoT 3aMLLEHHOE COeQVHEHNE C YaaneHHbIMU CETIMU 1 CEpBEPaMU, MOBbILLAS
ypOBEHb 6€30MacHOCTM AaHHbIX MPY Nepenaye Yepes VHTEPHET.

— npunoxeHvie gocTynHo B Kaspersky Appicenter
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Ethernet, 3G/LTE. LLinto3 obecneurBaeT AByHanpaBneHHyto nepenadvy AaHHbIx yepes Ethernet
n cetn 3G/LTE, 4To NO3BONSET rNMOBKO NOAKIOYATECS K Pa3NNYHBIM CETSM 1 afanTPOBaTbCS

K MEHSIOLLIMMCS YCIOBUEGM CBA3W. DTO AenaeT YCTPOUCTBO naeasnbHbIM 4715 UCMOb30BaHNS

B MPOMBILLIEHHOCTW 1 APYrX 0BNacTsx, TPEBYIOLMX HAOEXHOW 1 BbICTPOM Nepenaun AaHHbIX.

CeteBble pyHKUMNN

MapuwpyTusaums. LLno3 nogaep>xmsaeT QyHKLMY MapLUpy TU3aLmm, No3BoNgs
3dPEKTVBHO YNPaBNATb CETEBBIMI MOTOKaMM 1 06ecneurBaTb HAAEXHYIO nepenayy
OaHHbIX MeXAY PasNYHbIMMN CErMEHTaMM CETU. DTO CNOCOBCTBYET Y/yULLEHIO CETEBOM
NPON3BOOUTENBHOCTU U YNPaBNSEMOCTI.

NAT m Port Forwarding. lNopaep>xka NAT n nepeagpecaLyin nopToB NO3BONSET CKPbIBATb
BHYTPeHHWe IP-agpeca 1 ynpaenaTb AOCTYNOM K CETEBLIM pecypcam. ST GyHKLUN
ynyuLatoT 6e30MacHOCTb CETU 1 OBECTEUNBAIOT MMOBKOCTb B YNPaBieHU CETEBLIMA
NOaKTIOUEHVSIMU.

KnacTtepunsaumsa VRRP. [Nopaep>kka knactepusaumm ¢ nomoupto VRRP (Virtual Router
Redundancy Protocol) o6ecne4rBaeT BbICOKYIO JOCTYMHOCTb M OTKA30YCTOMUYMBOCTb CETH,
NO3BONAS MUHMMN3MPOBATL BPEMS MPOCTOS 1 MOTEPU AAHHbIX.

DHCP-cepBep. BcTpoeHHbin DHCP-cepBep aBToMaTU3MPYET NPOLECC Ha3HaueHUs
IP-agpecoB 1 opyrnx CETEBbIX MApPaMETPOB, UTO YMNPOLLAET YrpaBfeHne CETbIO 1 CHKAET
BEPOSITHOCTb KOHPUIYPaLWIOHHbIX OLUMBOK.

MQTT-6pokep. [Nogaepxka MQTT-6pokepa No3BonseT aPpdOEeKTVIBHO YNPaBIaTbh
nyoGnukaumen n NOANNCKON Ha AaHHbIe B loT-ceTsax, obecneynBas ObICTPYIO N HAOEXHYO
nepepavy CoOOBLUEHNN MeXAY YCTPOUCTBaMW.

Be3onacHocCTb

MexceTeBom akpaH (Default Deny). [onnTyika MEXCETEBOrO 3KpaHa rno yMoa4aHuio
«Default Deny» o6ecneunBaeT BbICOKWA YPOBEHb 6E30MACHOCTW, BTOKMPYS BCe
HeaBTOPM30BaHHbIE MNOAKIIOUEHNS 1 MPenoTBpaLlas HECaHKLIMOHMPOBAaHHbI JOCTY.

dunbTpaumnsa (6nokupoBaHue) Tpadpmka NPUKNaaHbIX NPOTOKONOB. DyHKLMS ryBoKoro
aHanmsa nakeTos (DPI) no3songeT GunbTpoBaTh 1 6NOKNPOBaTL TPaPUK NPUKIaAHBIX
npotokonos (FTP, HTTP, MQTT, Modbus, SMTP, IMAP, POP3), ynyuLlas KOHTPOsb Haf,
ceTeBbIM TpadurKOM 1 NpeaoTBpaLLas NoTeHUManbHble Yrposbl.

JononHuTtenbHble GYHKLMN MEXCETEBOro aKpaHNpoBaHUs. PyHKLW peann3oBaHbl
¢ nomoLubto NpunoxeHns Network Protector, poctynHoro B Kaspersky Appicenter

«  MexceTeBoii akpaH YpoBHS NpoMbILieHHo ceTu: Kaspersky loT Secure Gateway 3.0 nogaepxvBaeT
KOHTPOJb 1 pUALTPALLIO MPOMbILLAEHHbLIX MpoTokonos (MQTT, Modbus, BACnet, DNP3, MMS,
OMRON-FINS, ENIP/CIP, TriStation, S7comm), 4To o6ecneunBaeT 3aLLNTY KPUTUUECKIN BaXKHBIX
VHPPaCTPYKTYp OT KMbepyrpos.

DyHKLMA 0BHapPY>XeHNS 1 NpeaoTBPaLLEeHNS BTOPXXEHWUI 06ecrneurBaeT akTUBHYIO 3aLLMTy CETU
OT aTaK 1 6e30MacHOCTb AaHHbIX.

NHTerpaumns c SIEM. VIHTerpaums ¢ cuctemMamm ynpasneHst IHOOPMaLMIOHHOM
6e3onacHoCTbIO (SIEM) obecneurBaeT LIEHTPANN30BaHHbIA MOHUTOPVHT 1 aHann3 cobbITN
©e30MacHOCT, NOBbILLAsS OOLLYIO OCBEAOMIEHHOCTb O COCTOSIHM CETU 1N YCKOPSAS peakLmio

Ha MHUMOEHTbI.
— npunoxeHve gocTynHo B Kaspersky Appicenter
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M6koe ynpasneHne Wno3om

LleHTpannsoBaHHoe ynpaBneHue Yepes. [1ng Kaspersky 10T Secure Gateway 3.0 gocTynHo
LleHTpanM3oBaHHOe ynpasrneHue Yepes Kaspersky Security Center (KSC), uto nossonset
Nerko 1 9pPEKTMBHO HACTpanBaTb, MOHUTOPWUTb 1 YNPaBATb YCTPONCTBaAMW U3 €OMHOrO
LeHTpa. OTO ynpoLlaeT agMUHUCTPUPOBAHME M YNYULLIAET KOHTPOSb Haf, CETbHO.

Beb6-nHTepoenc: YoobHbin Beb-nHTepdeiic Kaspersky 0T Secure Gateway 3.0
obecneunBaeT NPSMON JOCTYMN K HACTPOVKaM 1 YNPaBIEHMIO YCTPONCTBOM U3 TOKaNbHOM
CeTN C NOMOLLbIO BED-6pay3epa. JocTyn K BE6-UHTEPdENCY 3aumLLaeTCs C MOMOLLBIO
ceptudukatos TLS.

YnpaBneHne foctynom Ha ocHoBe ponei (Monb3oBatens u AAMUHNCTpaTOop). LLino3
NooaePXKMBAET yYNpaBieHe 4OCTYNOM Ha OCHOBE POSIEN, YTO MO3BOSSET Pa3rPaHNYnTb
npaBa Nob30oBaTene  agMUHUCTPATOPOB. DTO 06ecneuUrBaeT 6€30MacHbIA JOCTYN

K KOHOUrypaLmm n GyHKUMSM YCTPOMCTRA, NPenoTepaLlasg HECaHKLMOHNPOBaHHbIE
N3MEHEHVIS.

Moppepixka CTOPOHHUX NPUNOXKEHUA. LLIMIO3 MOXET NCMOMb30BaTb MPUIOXEHNS CTOPOHHMX
pa3paboTurKOB, KOTOpPbIE OCTYMHbI B nnaTtdopme Kaspersky Appicenter. Hanpumep,
BO3MOXHa noaaepykka NpunoxXeHnin ons paboTel ¢ npoTtokonamm OPC UA n Modbus TCP
(&ng nprema gaHHblx) 1 MQTT Publisher (ans nepenaun AaHHbIX B 06n1ayHyto nnatdopmy).
ST NpUNoXeHns obecrneunBatoT 9GPEKTUBHYIO N HAOEXKHYIO KOHBEPTALMIO OaHHbIX MEXY
NPOTOKONaMM, YTO YNPOLLAET MHTErPaLMIO 1 B3aUMOLENCTBME MeX Y YCTPONCTBAMU
BceTuloT.

YnpasneHne CTOpOHHMMIN NPUNOXKEHNSMIW. BHe 3aB1CMOCTI OT NOAX0Aa K YrpaBieHNto
yCTponcTBOM PyHKUMOHanNbHOCTh Kaspersky Appicenter no3BonsieT HaxoauThb,
yCTaHaBNBaTb, OGHOBNATL U YAANATb MPUIOXEHNS B IIOBOM MHTepderice.

3awumTa Wwnio3sa ot KmbepaTtak

OC Tmna «A» YeTBepTOro Knacca sawmrbl. LLIno3 paspaboTaH Ha 6a3e onepaumoHHOM
cucteMmbl KasperskyOS, koTopas cepTudmumpoBaHa Kak onepaumoHHas cuctema tuna «Ax»
YETBEPTOro Kacca 3aLlnThbl, YTO NOATBEPXAAET ero COOTBETCTBME BbICOK/M CTaHAAPTaM
NHPOPMAaLMIOHHOM 6e30MacHOCTI.

Kn6epummyHuTtet (Secure by Design). LLInto3s paspaboTaH ¢ y4eTOM NPUHLANOB
KNGEPUMMYHUTETA, YTO O3HAYaeT BCTPOEHHYIO 3alUUTY OT KubepaTak 1 YS3BMMOCTEN
Ha aTane pa3paboTKu. DTO 3HAUNTENBHO CHXKAET PUCK YCMELLUHbIX aTak 1 MOBbILLaeT
HaOE>XXHOCTb YCTPOWCTBA.

BesonacHag 3arpy3ka (Secure boot). DyHkuUMs 6e3onacHom 3arpy3kum (Secure boot)
LNo3a obecneurBaeT NPOBEPKY NOLJIMHHOCTU N LENOCTHOCTM NPOrPaMmMHOro
obecneyeHns Npuy 3anycke, NpeaoTBpaLLas 3arpy3Ky HeaBTOPU30BaHHbIX 1 MOTEHLANbHO
BPEAOHOCHbIX MPOrpamMm.

BesonacHoe o6HoBneHne (Secure update). LLino3 nogaepxmeaeT 6e3onacHoe
OBHOBNEHME NPOrPaMMHOro 06ecneyeH s, YTO NO3BOASIET HAAEXHO OOHOBNATL CUCTEMY,
MUHUMU3NPYS PUCK YCTaHOBKW HEMOA/NHHBIX 1S CKOMMPOMETUPOBaHHBLIX OBHOBNEHNIA.
OT0 NnomMoraeT NnoaaepPXrBaTh akTyanbHOCTb 1 6€30MaCHOCTb YCTPOWCTBA B TEYEHME BCErO
CpOKa ero aKcnyaTauun.
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