Kaspersky loT Secure

Gateway 1000

Yepes loT-unto3bl NpoxoaaT BCe AaHHble MeXAy yCTpolicTBaMmu u obnayHbiMuy nnatpopmMamu, a 3HauuT,

oT nx 6e3onacHocT 3aBNCUT 6e3onacHocTb Bcell UHPpacTpykTypbl. Kaspersky loT Secure Gateway (KISG)
1000 — wnto3 gaHHbIX AN UHTEPHEeTa Belleld, paboTatowumii Ha onepauunoHHoi cucteme KasperskyOS. OH
He Tosbko cobupaeT aaHHble ¢ loT-ycTpoIicTB, HO N NoMoraeT obecneynTb HageXHyo KnbepsawuTy.

C60p paHHbIX

KISG 1000 MoxeT NpuMeHsTLCS Kak B MPOMbILLIEHHOCTH,
Tak 1 B gpyrmx otpacnsx. LLnos nossonseT opraHnsosaTtb
LLleHTPanM30BaHHbIN COOP AaHHbIX C YCTPOWCTB UHTEpHETA
Bellell (AaT4MKOB, CEHCOPOB, KOHTPOJINIEPOB 1 T.N.)

n obecneunTb HesonacHyto nepenayvy faHHbIX

B obnavHyto nnatdopmy no npotokony MQTT.

3awwmTa Ha ypoBHe OC

KISG 1000 obnapaet KnubeprMMyHUTETOM —
VNCXOAHON 3aLLMLLEHHOCTBIO Ha YPOBHE apXUTEKTYpbl
OC. 970 03HayvaeT, YTo NopaensoLLee 6ONbLNHCTBO
TUMNOB KMBepaTak Ha W3 HE CMOTYT BUATb Ha
BbIMNOSIHEHNE UM KPUTUYECKUX PYHKLIMIA, TO eCTb
yCTpoIcTBO ByAeT HaaexXHO PYHKLMOHMPOBATb
LaXke B YC/TOBUSX arpeCcCUBHON cpefpl.

3awwuTa loT
OT Knbepyrpos

B cocTas Kaspersky loT Secure Gateway 1000 Bxooat
bYHKLMN MEeXCETEBOro aKkpaHa, a Tak>ke TEXHONOr s
NpefoTBPALLEHNS 1 OBHAPYKEHNS BTOPXKEHWIA.

LLinos o6ecneuynBaeT 6e30nacHyto nepenavy AaHHbIX
B Ny6MYHbIE UKW MpuBaTHbIE obaka.

LleHTpanusoBaHHoe
ynpaBneHue

LleHTpannsoBaHHbIi MOHUTOPWHT 1 yNpaBieHne BCemm
cobbiTramum KISG 1000 ocyLecTBAAOTCS C MOMOLLBIO
nnatdopmsl Kaspersky Security Center. BmecTe fBa
npoaykTa obpasytoT komrnnekcHoe pelueHne Kaspersky
loT Infrastructure Security.
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TexHnuyeckme xapakTepucTuku n soamoxxHoctu KISG 1000

Mpoueccop Intel Pentium N4200, 1.1y, 2MB L2 Cache
o3y 46, DDR3L, 1600 My,

HakonuTenb SATA 11 SSD (32TB)

WNHTtepdeiicel 2xGbE LAN, 2xMiniPCle

FaGapuTbl 128x152x37 MM

Ounana3oH pabounx TemnepaTyp OT1-20 po +60°C

OononHutenbHo 3G/4G-monem (onumoHanbHo)

Ethernet [Ba vHTepdeiica ANs NOAKMNOUYEHUS K PasnnyHeiM cermeHTam ceTu no sutoi nape (LAN 1 WAN)
BosMoxHOCTb cnonb3oBaTb MOBWIbHYIO CETb NepeAayn AaHHbIX B Ka4eCTBE OCHOBHOMO
WM pe3epBHOro kaHana cBa3u

ABTOMaTMYECKN HacTpanBaemMas MmapLpyTusaumns mexay nHtepdericamm KISG 1000.
BosmoxHocTb ynpasnsats paboTtoit NAT (MackapanuHr)

CoToBblii Mogem

MapuwpyTtusauma n NAT

ABTOMAaTMYECKOE pacnpocTpaHeHre ceTeBoli KoHPUrypauum Ha loT 1 gpyrue ycTpoiicTsa,

DHCP'CepBep pacnonoxeHHble B NIOKanbHOM ceTn

MQTT-6pokep Ha 6aze Mosquitto no3BonseT oCcyWecTBASTL LLeHTPan1M30BaHHbI C60p AaHHbIX
MQTT-6pokep o

loT-ycTpoiicTB (CEHCOPOB 1 akTyaTOPOB, YMHbIX pene 1 T.4.)

I'Io,u,nerKa pacnpocTpaHeHHbIX MexaHn3mMoB KpmnTorpad)mquKon 3alunTbl AaHHbIX, NepefaBaeMblX
OpenSSL/TLS no npotokonam MQTT n Syslog

BesonacHoe nogkntoyeHne 1 3alLeHHas nepenava faHHbIX Mex, LIMO30M 1 0BnayHomn
MQTT nosepx TLS nnaTdopmoli A Hn peaasa Ay

WHTerpaums ¢ o6naunbIMu MS Azure, Amazon AWS, IBM Bluemix 1 T.4.

cepsucamn Pa6oTa c no6eiMy o6nayHbiMy cucTeMamu no npotokony MQTT

OBHapyxunBaeT yCTpOCTBa, PaCrnoNOXeHHbIE B TOKanbHON CETY Ha OCHOBE VX CETEBOW aKTUBHOCTU.

O6Hapy>xeHne n knaccudpukaumns 9 o o
B nonb3oBaTensckom MHTepcbemce MOXHO yBNOETb BCe YCTPONCTBa CeTn, B3anmoaencTeytoLime

ycTponcTs c KISG 1000, a HoBble Byny T ob6Hapy>keHbl B TedeHre 60 cekyHn,

ALMUHUCTPATOP MOXET noslyyaTb cobbiTus 6esonacHocTu KISG 1000 B eamnHyto cuctemy
OTyeTtbl 1 yBepomnenua (MQTT, ynpasneHus 6esonacHocTblo Npeanpuatus — Kaspersky Security Center, a Takxe nepefasatb
SYSLOG, push-yBegomneHns, COBbITUS B CTOPOHHYE cucTeMbl (SIEM, o6nadHble nnatdopmsl 1 T.n.) no npotokonam Syslog u MQTT.
Kaspersky Security Center) KISG 1000 nopnepxwusaeT nHTerpaumio ¢ Google Firebase nns nepepaun push-ysegomnenuii

Ha MoBWbHbIE yCTpOCcTBa

Yno6Has HacTpoiika 1 MOHUTOPWHT loT-ceTu, BUANMOCTb 1 Npo3padyHocTb 6naropaps WebGUI.
NHbopmaTrBHEI AaWwW60opa no3BosnseT BbICTPO NONYUNTL BCe HEOBXOAVIMbIE CBEAEHNS
Mnatdopma Kaspersky Security Center nossonset paboTtaTtb ¢ COBbITUSAMM, MOMyYaeMbIMU CO BCEX

KISG 1000, pasBepHyTbix B MHPpaCTPyKType opraHunsaumun. Takxke oHa No3BONSET OTCNEXMBaTb
COCTOSIHVE LMIO30B 1 YNPaBAaTb UX KOHUrypaumei

Be6-uHTepodelic

LleHTpanusoBaHHas cuctema
ynpasneHus

KnbepnmmyHHas onepauvonHas cuctema KasperskyOS ncknioyaeT BO3MOXHOCTb KOMNPOMETaLMM
YCTPOICTBa, @ 3HauMnT, lenaeT HEBO3MOXHOM yTeUKy AaHHbIX U MPOHUKHOBEHVE B UHPPACTPYKTYpy
npeanpusaTns

Bepudukaums LenocTHOCTU U NOLAMMHHOCTU NPOLLMBKM LLUMIO3a C UCMOMb30BaHNEM KpUMTorpaduyeckmx
MeTOAOB Nepef, 3arpy3koii obpasa. HecaHKLMOHNPOBaHHO N3MEHEHHas NN NoBpeXAeHHas NpoLnBKa

WcxopHasi 6esonacHocTb
(Secure by design)

BesonacHag 3arpyska
(Secure boot)

He ByneT 3arpyxeHa
BezonacHoe o6HoBNEHNE PaboTas B komnnekce ¢ 6e3onacHoi 3arpy3Kkoii, TEXHONOr s MO3BOSET OBHOBASTL MPOLUMBKY TOMbKO
(Secure update) C UCMONb30BaHeM NPaBuibHO MOAMMCAaHHbIX U 3alUndpOBaHHbIX 06pasos

MexceTeBoit akpaH paboTaeT no npuHumny Default Deny. AoMuHCTPaTOP MOXET 6biTh YBEPEH,
YTO Yepes LWo3 ByAy T MPOXOANTb TOMbKO paspelleHHble CeTeBble B3auMOoaelicTBIS

IDS/IPS n mexceTeBoli akpaH

(Firewall) Mogaynb IDS/IPS (06HapyxeHne 1 NpeoTBpaLleHne BTOPXEHNI) yBeAOMASeT 1 6rokupyeT
3n10BpefHble aKTUBHOCTU, OBHaPYEHHbIE C MOMOLLLbIO MOArOTOBEHHOroO cneuuanncTamm
«JlabopaTopun Kacrnepckoro» Habopa curHatyp
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